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1. Introduction 
The Direct Project is an open-government initiative sponsored by the Office of the National 
Coordinator for Health Information Technology (ONC) under the Department of Health and 
Human Services (HHS), which has developed a specification for a simple, secure, scalable and 
standards-based method to send encrypted, health information directly to known, trusted 
recipients over the Internet. The Final Rule for Meaningful Use Stage 2, released in September 
2012, requires use of Direct protocol to qualify for federal Electronic Health Record (EHR) 
certification; and 48 State Health Information Exchanges (HIEs) have planned support for the 
Direct Project as part of the federal State HIE Grant Program. These two factors make the Direct 
Project a major focus of the national HIE strategy and could lead to ubiquitous use among non-
Veteran’s Affairs (VA) Providers in the near future.1

The Virtual Lifetime Electronic Record (VLER) Health Direct Development project (herein 
referred to as the Direct Secure Messaging Enhancements) provides the ability for VA Providers 
to exchange health information with external partners using the Direct standard. The Direct 
Secure Messaging Enhancements solution is a Government off the Shelf (GOTS) product, 
originally developed for DoD that is being customized and expanded for use by VA. 

The Webmail Application provides the ability for the electronic exchange of information 
required to support fee basis authorization (including any additional health information relevant 
to the request) from VA to non-VA care providers. The Webmail Application also allows non-
VA providers to return Direct messages back to the VA provider. This has the potential to 
enhance the timely delivery of care and improving health of Veterans and other beneficiaries. 
Direct Secure Messaging Enhancements also provides an Application Programming Interface 
(API) that allows VA enterprise systems to leverage the existing Direct capability, referred to as 
Direct as a Service (DaaS).  DaaS is designed to be leveraged across multiple use cases, systems 
and applications for sending health information. Direct Secure Messaging Enhancements allows 
application and system administrators to manage access to the API through the API Admin 
Panel.

1.1. Purpose 
This Requirement Specification Document (RSD) captures the requirements for establishing the 
scope and behavior of Direct Secure Messaging Enhancements. The Direct Secure Messaging 
Enhancements Development team has analyzed the business and functional requirements and the 
integration of new components into the existing system and its impact. Any supporting 
requirement documentation will be referenced, as needed. This RSD is a living document and 
contains the requirements captured and authored by the customer/business owner identified in 
the DSME Business Requirements Document (BRD). Any updates to requirements will be 
coordinated with the business stakeholder community, approved by the DSME Project Manager 
(PM), and any appropriate stakeholders. 

1 The Medicare and Medicaid EHR Incentive Programs provide a financial incentive ($44,000) for the "meaningful 
use" of certified EHR technology to achieve health and efficiency goals. 
https://www.cms.gov/EHRIncentivePrograms/30_Meaningful_Use.asp 

Direct Secure Messaging Enhancements 
Requirements Specification Document 1 August 2015 



As work on the DSME project progresses and evolves, this document will continue to be updated 
so as to reflect the most current understanding.  The RSD will be aligned to reflect the Business 
Requirements Document (BRD), Requirements Elaboration Document (RED), Requirements 
Traceability Matrix (RTM), and the System Design Documentation (SDD).  

This document will capture the results of the requirement gathering phase of the System 
Engineering lifecycle, as described in the DSME Contractor Project Management Plan (CPMP) 
and Project Work Statement (PWS). The target audiences for this document are the DSME 
Development Team members, the functional community, stakeholders, system analyst and 
developers.

1.2. Scope 
The purpose of Direct Secure Messaging (DSM) is to support electronic exchange of information 
over the Internet, using the Direct Project standards, published by the U.S. Department of Health 
and Human Services (HHS), the Office of the National Coordinator for Health Information 
Technology (HIT). 

Direct Secure Messaging Enhancements consist of critical components of the Veterans Lifetime 
Electronic Record (VLER) framework to share healthcare information between federal agencies 
and non-federal entities thereby supporting quality and efficient healthcare for Veterans and 
active Service Members. The Direct Secure Messaging Enhancements Project is developing 
additional functionality that provides the secure exchange of medical record information between 
the VA, DOD, and private sector partners. Enhancements will improve the user experience and 
streamline system performance by addressing requirements which have changed, removed, or 
added from the 2010 NwHIN Direct BRD, the 2012 VA Direct BRD, and the VA Direct Secure 
Messaging RED. 

This document outlines the requirements for the different areas of DSME. 

Currently, the plan is to complete work in four increments.  Associated requirements for specific 
increments are identified below under functional requirements.  

Increment 1: Secure Messaging Functionality (8/15/15 - 2/14/16)  

Increment 2: Secure Messaging Reports and Expanded Management Services (11/15/15 - 
5/14/16)

Increment 3: Secure Messaging System Access (2/15/16 – 8/14/16)

Increment 4: Secure Messaging Electronic Receipt and Administrative Activities 
(5/15/16 – 11/14/16) 

Specific requirements are captured within user stories and traceability in the RTM which 
contains all the business requirements to a level of detail as defined by ProPath sufficient to 
enable system design to satisfy requirements, and testers to test that the system satisfies those 
requirements. Within the RTM, every stated requirement will be externally perceivable by user 
story/case actors (i.e. users, stakeholders, or business owners). The requirements include a 
description of inputs (i.e. stimuli – requirements), outputs (i.e. responses - deliverables), and 
system functions in response to inputs or in support of outputs 

1.3. References 
The following documents should be referenced when reviewing the RSD: 
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DSME Performance Work Statement (PWS) 
DSME Contractor Project Management Plan (CPMP) 
DSME Software Design Description (SDD) 
DSME Business Requirements Document (BRD) 
DSME Requirements Elaboration Document (RED) 
DSME Requirements Traceability Matrix (RTM) 
DSME Interface Control Document (ICD) 
DSME Production Operations Manual (POM) 
DSME Product Architecture Document (PAD) 
DSME Transition Plan 
TAC-13-06765 Direct Development Project Work Statement 
Applicability Statement for Secure Health Transport, versions 1.4 and 1.5 

These documents can be found on the VA SharePoint Repository at the following link: DSME
Project Artifacts 

2. Overall Description 
The DSME requirements within this document are described to a level of detail sufficient to 
enable the DSME Development Team to design a system that meets these requirements and to 
allow the DSME test team to create test acceptance criteria. Any further details or information 
needed will be posed to the functional stakeholders and DSME Project Manager (PM) for further 
clarification.

The Requirements Traceability Matrix (RTM) can be further reviewed for details on the 
traceability of each business requirement, to the subsystem (if applicable), use case and user 
story, to the system requirement, and test case scripts. The requirements documented within this 
document are aligned to the RTM for consistency.  

2.1. Accessibility Specifications 
The DSME system will be in 508 Compliance for user accessibility. Compliance with Section 
508 will be determined by fully meeting the applicable requirements as set forth in the Veterans 
Health Administration (VHA) Section 508 checklists (1194.21, 1194.22, 1194.24, 1194.31 and 
1194.41).

2.2. Business Rules Specification 
This section outlines the applicable VA business rules that defines or constrains some aspect of 
the business process associated with the DSME system. Business rules can apply to people, 
processes, corporate behavior and computing systems in an organization. 

For the DSME system, the system is designed to not focus solely on one business process or use 
case but instead for general use for secure Direct messaging exchange that can be applied to 
various use cases, leveraged by various enterprise systems and business processes.   

2.3. Design Constraints Specification 
This section outlines any design constraints on the DSME system being developed. This includes 
software languages, software development process requirements, prescribed use of development 
tools, architectural design constraints, purchased components, and class libraries. 
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5.7 Provide the ability The automated send would be High Increment 2 
New for the Direct 

System to query 
the Veterans 
Authorization and 
Preference System 
(VAP) to 
determine that a 
Veteran has 
authorized sending 
his/her data when 
there is an 
automated sending 
of C-32 or C-CDA 
via Direct System.  

triggered by an event such as an 
update to the record or the need to 
send VA CCDA or C32 to an HIO 
data base. 

5.8 Provide the ability We currently have ability to send High Increment 2 
Elaborated to send a C-CDA 

or C-32 document 
via the VA Direct 
Secure Messaging 
System to a 
partner Direct 
system. 

as PDF. We are transitioning to 
CCDA with style sheet. We want 
this on both Web Portal and 
available to Direct as a Service 

5.9 Provide the ability This meets MU 2014 Certification Medium Increment 2 
New for the Direct 

System to display 
and incorporate a 
CCR received 
from a non-VA 
partner

5.10 Provide the ability It could be a separate window or High Increment 2 
New to preview an 

attached xml 
preview pane (preferred for 
patient safety feature to avoid

document, e.g. multiple documents open to be 
CCDA, using the viewed).
VA style sheet 

Business Need 6: Electronic receipt into the Direct Secure Messaging System of results of imaging 
services performed by non-VA care providers and transmission of VA images to non-VA providers via the 
Direct Secure Messaging System. 
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2.9.4. Transactions Process 
The following requirements pertaining to transaction processes have been gathered from the 
DSME BRD. 

 Information about response time degradation resulting from unscheduled system outages and 
other events that degrade system functionality and/or performance will be disseminated to the 
user community within 30 minutes of the occurrence.  The notification will include the 
information described in the current Automated Notification Reporting (ANR) template 
maintained by the VA Service Desk. The business impact must be noted. 

 With system downtime taken into consideration, DSME users will be able to utilize a basic 
secure messaging system that does not present constraints on their ability to process through 
workflows at least 95% of the time. 

 The DSME Secure Messaging System will be available 99.5% of the time.  Even during 
system outages, all messages will be handled properly—either resending messages 
automatically once the system is available or clearly alerting the sender that the transmission 
failed. This 99.5 percentage is different from the 99.9% availability percentage requirement 
reported in the BRD and RED. This document will supersede the availability percentages 
reported in the BRD and RSD in order to comply with the SLA with the AITC.  This 99.5% 
availability change was agreed to by the Business Sponsor in an email dated March 20, 2015 
and can be found on the project SharePoint site. 

 100% of the DSME Secure Messaging System Accounting of Disclosures will be recorded 
and accessible to appropriate users in the VAP system. 

 All administration (e.g. maintaining user DSME addresses, setting up groups, maintaining 
distribution lists, etc.) is done 90% of time without specific support from the national 
development team. 

 Notification of scheduled maintenance periods that require the service to be offline or that 
may degrade system performance will be disseminated to the DSME System user community 
a minimum of 48 hours prior to the scheduled event. 

2.10. Quality Attributes Specification 
This section details the specifications that enhance the supportability, maintainability, portability, 
testability, or reusability of the DSME system being developed. The DSME system will adhere 
to industry best practices and standards. 

2.10.1. Software Quality Assurance (SQA) 
The DSME Development team will implement software quality procedures that will ensure 
delivery of high quality code free of critical bugs or vulnerabilities.  The DSME Development 
Team will: 

 Develop a Master and Release Test Plan that outlines the execution of Test Scenarios and 
Test Procedures mapped to the Business Requirements Document. 

 Implement automated test scripts built for efficient regression, messaging, performance, and 
capacity testing. 
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